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SIBFORD FERRIS PARISH COUNCIL 

Preparation for the GDPR 

The General Data Protection Regulation (GDPR) is Europe's new framework for data 

protection laws – it replaces the previous 1995 data protection directive, which current 

UK law is based upon. 

This paper identifies what SFPC needs to do in order to comply with the GDPR, guided 

by: 

 Preparing for the General Data Protection Regulation (GDPR) – 12 steps to take 

now, published by the Information Commissioner’s Office (ICO) 

 FINAL  1. GDPR Briefing Note September 2017 v.5.pdf, published by OALC. 

The paper considers in turn each of the “12 steps” identified in these documents, 

comments on their relevance to the Parish Council and recommends actions to take. 

Definitions 

Personal data means any information relating to an identifiable person who can be 

directly or indirectly identified in particular by reference to an identifier. 

Sensitive personal data means personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership. It includes 

genetic data and biometric data, where processed to uniquely identify an individual, 

and data concerning health, sex life or sexual orientation. 

The Data Protection Act (DPA) is currently progressing through parliament as the Data 

Protection Bill 2017-19. It provides details on how the GDPR will be put into practice in 

the UK. See https://ico.org.uk/for-organisations/data-protection-bill/ 

 

Step 1. Awareness 

Objective: Make sure everyone knows it is happening. 

Analysis: Current Councillors and Parish Clerk are well aware. This paper will inform 

new Councillors taking their seats after 3 May 2018. 

Actions: None. 

Step 2. Information you hold 

Objective: Check what information you hold (and why) and decide whether you do 

need to keep it. 

Analysis: The only personal data held by the council are: 

https://ico.org.uk/for-organisations/data-protection-bill/
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1. Contact details and other personal data contained in email and written 

correspondence. The council holds no documentation or record of such data 

other than the emails and correspondence themselves. 

2. Contact details for the person who rents Pitch Hill field 

3. Contact and banking details of businesses or suppliers that are paid for their 

work on council business. Strictly speaking, this is not personal data, but for 

some suppliers it may coincide with their personal data. 

4. Data related to the employment of the Parish Clerk. Some of this data, such as 

the salary and benefits paid, is public knowledge; some, such as tax deductions 

(and probably the contract of employment), is not. 

5. Email addresses of people who have signed up for a website newsletter. This 

data exists only on the computer system used to distribute the newsletters. 

6. Data associated with website analytics, collected to generate aggregated reports 

about the use of parish council websites. 

Actions: Verify, by reviewing the files, that there is no other personal data in hard 

copy files or on the council laptop. 

Step 3. Communicating privacy information 

Objective: Tell people why you are collecting their data, what you will use it for, who 

you will share it with and how long you will keep it and do this every time you collect 

data. 

Analysis: This is information that needs to be given in a Privacy Policy. In relation to 

the data identified in Step 2. Information you hold, the points to be covered in our 

Privacy Policy include: 

1. Your name, contact details and correspondence may be shared with the Parish 

Clerk and Parish Councillors so that they can discuss and take action on matters 

that you have raised with the council. They will not be shared with anyone else 

without your express permission. 

2. Personal data relating to other people, that you provide to us, will be treated in 

the same way except that we will not share such information outside the council 

without the express permission of the person concerned. 

3. In relation to planning matters, we follow the same conventions as Cherwell 

District Council. If you speak in connection with a planning application at a 

Parish Council or committee meeting, your name and the fact that you supported 

or opposed the application may be reported in the minutes of the meeting, but 

your actual comments will not be. Note that planning applications, supporting 

documents and comments are published on the Cherwell DC website; personal 

data included in these may be re-published by the Parish Council. 

4. Except in connection with planning matters, minutes of meetings will never 

name individuals other than councillors or officers of the Parish, District and 

County Councils, without their express permission. (This may be going too far - 

need to check best practice.) 
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5. The mailing lists for village and parish website newsletters will not be used for 

any other purpose. The email addresses will not be shared with anyone. The only 

way in which you can be added to a mailing list is by doing it yourself. 

Instructions on how to remove yourself from a mailing list are provided in every 

newsletter email. 

6. Correspondence is kept for one(?) year and then deleted from Parish Council 

computer systems and paper storage. Minutes of meetings are retained in 

perpetuity. 

7. Something needs to be said about the collection and use of website usage data. 

This is a well-trodden path; we need to find a suitable template. 

8. Correspondence to the webmaster is kept for one year and then deleted. To 

answer a query that is received via the website, the webmaster may forward the 

question, omitting any personal details, to whoever they think is best placed to 

answer it. If the answerer agrees, the webmaster will give the answerer’s 

contact details to the questioner so that they can engage in direct 

correspondence. 

Actions: Prepare and publish a Privacy Policy, using the latest ICO guidance. 

Summarise the relevant points at the start of every council or committee meeting. 

Step 4. Individuals’ rights 

Objective: Make sure your policy makes clear the rights individuals have (to see their 

information, correct it, delete it, transfer it). 

Analysis: Individuals can check the personal data we have for them by asking the 

Parish Clerk. They may also, via the Parish Clerk, request rectification of minutes that 

show incorrect personal data; the Parish Council must approve such changes. There is 

a “right to erasure”, but does this apply to email correspondence and minutes of 

meetings? 

Actions: Obtain advice on the right to erasure. Include in the Privacy Policy. 

Step 5. Subject Access Requests 

Objective: Make sure your policy is easily available and easy to understand. 

Analysis: Individuals may ask the Parish Clerk for a copy of the personal data that we 

hold about them, eg copies of correspondence. 

Minutes of meetings are available on the council website; the Parish Clerk will only 

respond to requests for minutes and other documents that for some reason are not 

available there. 

Actions: Review Privacy Policy for ease of understanding. 
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Step 6. Lawful basis for processing data 

Objective: Are you processing by consent? 

Analysis: There are six possible lawful bases: Consent, Contract, Legal obligation, 

Vital interests, Public task, Legitimate interests. 

As a public authority, our processing is mostly covered by the Public task basis: “the 

processing is necessary for you to perform a task in the public interest or for your 

official functions, and the task or function has a clear basis in law”. 

In connection with suppliers, we may also rely on the Contract basis: “the processing is 

necessary for a contract you have with the individual, or because they have asked you 

to take specific steps before entering into a contract.” 

Actions: Confirm that we are indeed a “public authority” for the purposes of the DPA, 

once the Act is passed into law. 

Step 7. Consent 

Objective: Pre-ticked boxes (or apathy) are no longer enough. You need explicit, 

informed consent. 

Analysis: Consent is one of the lawful bases for processing data, but we are not 

relying on it for our processing of contact details. Draft ICO guidance on consent2 

states “Public authorities, employers and other organisations in a position of power 

over individuals should avoid relying on consent.” 

Actions: Develop an appropriate consent notice for the website, eg about cookies, 

following the latest ICO guidance. 

Step 8. Children 

Objective: Verification of age and seeking parental consent, if necessary. Thirteen will 

probably be UK ‘age of consent’ (that is children thirteen and over are generally 

deemed able to consent to the processing of their own personal data). 

Analysis: Not applicable in any serious way; the council does not knowingly hold any 

personal data relating to children. 

A child might sign up to an email newsletter, but there’s not much we can do about 

that. 

There should probably be a declaration somewhere that the Parish Council recognises 

their responsibility for the content of the village website (not just the Parish Council 

pages), and (amongst other things) will not publish there anything that is inappropriate 

for children. 

Actions: Accept responsibility for the village website. The current informal status of 

the webmaster should be formalised in some way. Consider adopting something like 

this: http://www.northhinksey-pc.gov.uk/Core/North-Hinksey-

PC/UserFiles/Files/website/Parish Council Website Policy.pdf 

http://www.northhinksey-pc.gov.uk/Core/North-Hinksey-PC/UserFiles/Files/website/Parish%20Council%20Website%20Policy.pdf
http://www.northhinksey-pc.gov.uk/Core/North-Hinksey-PC/UserFiles/Files/website/Parish%20Council%20Website%20Policy.pdf
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Step 9. Data breaches 

Objective: Ensure you have a process for identifying breaches and reporting them. 

Analysis:  “You only have to notify the ICO of a breach where it is likely to result in a 

risk to the rights and freedoms of individuals – if, for example, it could result in 

discrimination, damage to reputation, financial loss, loss of confidentiality or any other 

significant economic or social disadvantage.”1 

Our holding of personal data is so limited that it is unlikely that any significant risk 

could result from a data breach, and so result in a need to notify the ICO. However, we 

ought to be prepared to make a public announcement about any data breach that does 

occur. 

Actions: None. 

Step 10. Data Protection by Design and Data Protection Impact 

Assessments 

Objective: Systems and policies should have safeguards for personal data built in. Ask 

questions about any IT systems (or equipment) you are buying. 

Analysis: Personal data held by the council is at risk in the following ways: 

1. Unauthorised access to council documents on the council laptop or councillors’ 

personal computers, or on backup devices and services. 

2. Unauthorised access to officer and councillor email accounts. This could be via 

compromised email account passwords, or by direct access to the server on 

which mailboxes are stored. 

3. Interception of data flowing over a home or public network. 

4. Insecure storage of sensitive documents on computer or paper. 

5. Loss of important correspondence due to inadequate backup, administrative 

error or computer failure. 

Actions: Analyse these risks in more detail and decide how they will be managed or 

avoided. It is generally recommended that, for council business, clerk and councillors 

use email accounts separate from their personal accounts. 

Step 11. Data Protection Officer 

Objective: Formally nominate someone to carry out this role and ensure the council is 

aware what the job entails. 

Analysis: The good news is that the Government has tabled an amendment to its own 

Data Protection Bill to exempt parish councils from the requirement to appoint a Data 

Protection Officer (DPO). (OALC, 26 April 2018, http://www.oalc.org.uk/national-news 

). 

Actions: With any luck, none! But see what OALC recommend in place of a DPO. 

http://www.oalc.org.uk/national-news
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Step 12. International 

Objective: You probably don’t think this applies but remember ‘cloud services’ are not 

fluffy, benign clouds they are large data warehouses somewhere abroad – that makes 

transferring data there an international transfer. Look at the contract provisions of your 

service provider. 

Analysis: The council will likely use cloud services for backup and email, but only with 

the “big” suppliers, who will invariably conform to GDPR requirements. 

Actions: For all suppliers to the council of cloud services, obtain satisfactory 

compliance declarations. 
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Prepared by: Tim Huckvale 

 Chair, Sibford Ferris Parish Council 
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